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Overview 

Solutions 



Whitelisting Cisco 

• Using Whitelisting 

 

 

 

 

 

• Skipping Outbreak Filter Scanning 

 

 

 

Whitelisting Fortinet 



• Using Static URL Filter 

 

 

 

 

 

 

 

 

Whitelisting Gmail 

• Add an IP Address to Your Allowlist 

 

 

 

 

 

 

https://support.google.com/a/answer/182076


• Create an Approved Senders List to Bypass Spam Filters 

 

 

 

 

 

 

 

 

 

 

 

 

Whitelisting Microsoft 365 

• Using Advanced Delivery 

 

 

https://support.google.com/a/answer/182076
https://support.microsoft.com/en-us/office/use-the-report-message-add-in-b5caa9f1-cdf3-4443-af8c-ff724ea719d2


 

 

 

 

 

 

 

 

• Using the IP Allow List 

 

 

 

 

 

 



• Using The Allowed Sender or Allowed Domain Lists 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://learn.microsoft.com/en-us/exchange/mail-flow-best-practices/manage-accepted-domains/manage-accepted-domains


Whitelisting Mimecast 

• Creating a Permitted Senders Policy 

 

 

 

 

 

 

https://community.mimecast.com/s/article/Configuring-Permitted-Senders-Policies-1067720131#jive_content_id_Configuring_aPermitted_Senders_Policy


 

 

 

 

 



• Creating a URL Protection Bypass Policy 

 

 

 

 

 



Whitelisting Sophos 

• Modifying Add/Block Lists in Sophos Email Appliance 

 

 

 

 

 

 

• Whitelisting in Sophos XG Firewalls 

 

 

 

 

 



 

 

 

 

IP Address to Whitelist 

Phishing Campaign Domains 

System Domains 
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